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Scenario 6: Point to point A/V/D call through NAT/Fiewall

[image: image11.png]



[image: image12.wmf]
[image: image13.png]




1.2.1  Entities Involved:

	Endpoint
	Gatekeeper
	Gateway
	MCU
	NAT/Firewall/Proxy/ALG

	2+ (H.323)
	1
	0
	0
	1


1.2.2  Sequence Description 6

1. Endpoints perform discovery/registration using alias.

2. Endpoint A calls Endpoint B

2.1. Endpoint A sends ARQ to Gatekeeper with alias.

2.2. Endpoint A receives ACF and sends setup to address in the ACF

2.3. Endpoint B receives the setup and sends ARQ to Gatekeeper/Proxy 

2.4. Endpoint B and receives ACF 

2.5. Gatekeeper has call active.

3. Users evaluate media quality. (A/V; A/V with D)

4. Endpoints terminate call

4.1. Endpoints send DRQ to Gatekeeper/Proxy.

4.2. Endpoints receive DCF.

4.3. Gatekeeper has call cleared.

5. Endpoint B calls Endpoint A

5.1. Endpoint B sends ARQ to Gatekeeper/Proxy.

5.2. Endpoint B receives ACF and sends setup to address in the ACF.

5.3. Endpoint A receives setup and sends ARQ to Gatekeeper 

5.4. Endpoint A receives ACF.

5.5. Gatekeeper has call active.

6. Users evaluate media quality. (A/V; A/V with D)

7. Endpoints terminate call

7.1. Endpoints send DRQ to Gatekeeper/Proxy.

7.2. Endpoints receive DCF.

7.3. Gatekeeper has call cleared.

8. Endpoint A calls Endpoint C (unknown alias)

8.1. Endpoint A sends ARQ to Gatekeeper with alias.

8.2. Endpoint A receives ARJ.

9. Endpoint B calls Endpoint D (unknown alias)

9.1. Endpoint B sends ARQ to Gatekeeper /Proxy with alias.

9.2. Endpoint B receives ARJ.

1.2.3  Test Criteria 6


The firewall function is expected to be configured to at least block inbound connections to IP Network A for ports > 1024.


The NAT function may be configured to provide a static mapping for Endpoint A.


The Proxy function should be configured as per the manufacturer’s recommendations. The Proxy may be a H323 Gatekeeper or Gateway in which it shall comply with Level 1A or Level 1B requirements for the corresponding device. It may be co-resident with the firewall.


ALG shall transparently pass all signaling and media It may however modify IP addresses in the signaling messages.. It may be co-resident with the Firewall.

Three (3) of the above repetitions with no unexpected error conditions.

1.2.4  Scoring Results 6

See Error! Reference source not found. (page Error! Bookmark not defined.).

1.2.5  Test 6 Assumptions

The test assumes that Proxy works in such a way that the result, when viewed from the endpoints, is identical to the scenario where no NAT/firewall is present. The proxy may require different addresses to be configured at the endpoints and cause different addresses to appear in the Gatekeeper. As long as the Gatekeeper is used to resolve the aliases and the communication does not completely bypass the Firewall or NAT function, then this is considered within the bounds of the test. 

1.3 Scenario 6: A/V/D call through multiple NATs/Firewalls






1.3.1  Entities Involved:

	Endpoint
	Gatekeeper
	Gateway
	MCU
	NAT/Firewall/Proxy

	2+ (H.323)
	1
	0
	0
	2


1.3.2  Sequence Description 6

10. Endpoints perform discovery/registration using alias.

11. Endpoint A calls Endpoint B

11.1. Endpoint A sends ARQ to Gatekeeper/Proxy A with alias.

11.2. Endpoint A receives ACF with IP address and sends setup to the address in the ACF.

11.3. Endpoint B receives setup and sends ARQ to Gatekeeper/Proxy B

11.4. Endpoint B receives ACF

11.5. Gatekeeper has call active.

12. Users evaluate media quality. (A/V; A/V with D)

13. Endpoints terminate call

13.1. Endpoints send DRQ to Gatekeeper/Proxy B.

13.2. Endpoints receive DCF.

13.3. Gatekeeper has call cleared.

14. Endpoint B calls Endpoint A

14.1. Endpoint B sends ARQ to Gatekeeper/Proxy.

14.2. Endpoint B receives ACF with IP address and sends setup to the address in the ACF.

14.3. Endpoint A receives setup and sends ARQ to Gatekeeper/Proxy A

14.4. Endpoint B receives ACF.

14.5. Gatekeeper has call active.

15. Users evaluate media quality. (A/V; A/V with D)

16. Endpoints terminate call

16.1. Endpoints send DRQ to Gatekeeper/Proxy.

16.2. Endpoints receive DCF.

16.3. Gatekeeper has call cleared.

17. Endpoint A calls Endpoint C (unknown alias)

17.1. Endpoint A sends ARQ to Gatekeeper/Proxy A with alias.

17.2. Endpoint A receives ARJ.

18. Endpoint B calls Endpoint D (unknown alias)

18.1. Endpoint B sends ARQ to Gatekeeper/Proxy B with alias.

18.2. Endpoint B receives ARJ.

 The firewall function is expected to be configured to at least block inbound connections to IP Network A for ports > 1024.


The NAT function may be configured to provide a static mapping for Endpoint A


The Proxy function should be configured as per the manufacturer’s recommendations. The Proxy may be a H323 Gatekeeper or Gateway in which it shall comply with Level 1A or Level 1B requirements for the corresponding device. It may be co-resident with the firewall.


ALG shall transparently pass all signaling and media. It may however modify IP addresses in the signaling messages. It may be co-resident with the Firewall.

Three (3) of the above repetitions with no unexpected error conditions.

1.3.3  Scoring Results 6

See Error! Reference source not found. (page Error! Bookmark not defined.).

1.3.4  Test 6 Assumptions

The test assumes that the proxies work in such a way that the result, when viewed from the endpoints, is identical to the scenario where no NAT/firewall is present. The proxies may require different addresses to be configured at the endpoints and cause different addresses to appear in the Gatekeeper. As long as the Gatekeeper is used to resolve the aliases and the communication does not completely bypass the Firewall or NAT functions then this is considered within the bounds of the test.

1.4 Scenario 6: Point to point A/V/D call through NAT/Firewall






1.4.1  Entities Involved:

	Endpoint
	Gatekeeper
	Gateway
	MCU
	NAT/Firewall/Proxy

	2+ (H.323)
	2
	0
	0
	2


1.4.2  Sequence Description 6

1. Endpoints perform discovery/registration using alias

2.
Endpoint A calls Endpoint B 

2.1.
Endpoint A sends ARQ to Gatekeeper A

2.2. Gatekeeper A issues LRQ (uni/multicast) to Gatekeeper B/Proxy A

2.3. Gatekeeper B gets LRQ and sends back LCF

2.3.
Gatekeeper A gets LCF and returns ACF

2.4.
Gatekeeper A has call active

2.5.
Endpoint B performs ARQ/ACF sequence with Gatekeeper B and returns CONNECT

2.6. Gatekeeper B has call active

3. Media is exchanged and quality is evaluated. (A/V; A/V with D)

4.
Endpoints terminate call

4.1.
Both endpoints send DRQ to Gatekeeper.

4.2.
Both endpoints receive DCF.

4.3.
Gatekeepers have calls cleared.

5.
Endpoint B calls Endpoint A 

5.1.
Endpoint B sends ARQ to Gatekeeper B

5.2. Gatekeeper B issues LRQ (uni/multicast) to Gatekeeper A/Proxy B

5.3. Gatekeeper A gets LRQ and sends back LCF

5.3.
Gatekeeper B gets LCF and returns ACF

5.4.
Gatekeeper B has call active

5.5.
Endpoint A performs ARQ/ACF sequence with Gatekeeper B and returns CONNECT

5.6. Gatekeeper A has call active

6. Media is exchanged and quality is evaluated. (A/V; A/V with D)

7.
Endpoints terminate call

7.1.
Both endpoints send DRQ to Gatekeeper.

7.2.
Both endpoints receive DCF.

7.3.
Gatekeepers have calls cleared.

8.
Endpoint A calls Endpoint C  (unregistered endpoint in B’s domain)

8.1.
Endpoint A sends ARQ to Gatekeeper A

8.2.
Gatekeeper A issues LRQ (uni/multicast) to Gatekeeper B/Proxy A

8.3.
Gatekeeper B receives LRQ and sends LRJ

8.4.
Gatekeeper A gets LRJ and returns ARJ

9.
Endpoint B calls Endpoint D  (unregistered endpoint in A’s domain)

9.1.
Endpoint B sends ARQ to Gatekeeper B

9.2.
Gatekeeper B issues LRQ (uni/multicast) to Gatekeeper A

9.3.
Gatekeeper A returns LRJ

9.4.
Gatekeeper B returns ARJ
1.4.3  Test Criteria 6


The firewall function is expected to be configured to at least block inbound connections to IP Network A for ports > 1024.


The NAT function may be configured to provide a static mapping for Endpoint A


The Proxy function should be configured as per the manufacturer’s recommendations. The Proxy may be a H323 Gatekeeper or Gateway in which it shall comply with Level 1A or Level 1B requirements for the corresponding device. It may be co-resident with the firewall.


ALG shall transparently pass all signaling and media. It may however modify IP addresses in the signaling messages.It may be co-resident with the Firewall. 

Three (3) of the above repetitions with no unexpected error conditions.

1.4.4 Scoring Results 6

See Error! Reference source not found. (page Error! Bookmark not defined.).

1.4.5  Test 6 Assumptions

The test assumes that the proxy works in such a way that the result, when viewed from the endpoints, is identical to the scenario where no NAT/firewall is present. The proxy may require different addresses to be configured at the Gatekeepers. As long as the Gatekeeper is used to resolve the aliases and the communication does not completely bypass the Firewall or NAT functions then this is considered within the bounds of the test.

1.5 Terminology   Below are the definitions for the terms used throughout the document 
1.5.1 Proxy

   A proxy is an intermediate relay agent between clients and servers 

   of an application, relaying application messages between the two. 

   Proxies use special protocol mechanisms to communicate with proxy 

   clients and relay client data to servers and vice versa. A Proxy 

   terminates sessions with both the client and the server, acting as

   server to the end-host client and as client to the end-host server. 

1.5.2 ALG

   Application Level Gateways (ALGs) are entities that possess the 

   application specific intelligence and knowledge of an associated

   middlebox function. An ALG examines application traffic in transit 

   and assists middlebox in carrying out its function.

   An ALG may be co-resident with a middlebox or reside externally, 

   communicating through a middlebox communication protocol. It 

   interacts with a middlebox to set up state, access control 

   filters, use middlebox state information, modify application 

   specific payload or perform whatever else is necessary to enable

   the application to run through the middlebox.

   ALGs are different from proxies. ALGs are not visible to 

   end-hosts, unlike the proxies which are relay agents terminating

   sessions with both end-hosts. ALGs do not terminate session with

   either end-host. Instead, ALGs examine and optionally modify

   application payload content to facilitate the flow of application

   traffic through a middlebox. ALGs are middlebox centric, in that

   they assist the middleboxes in carrying out their function. 

   Whereas, the proxies act as focal point for application servers, 

   relaying traffic between application clients and servers.

1.5.3 Middlebox 

   Middlebox is a network intermediate device that implements one or

   more of the middlebox services. A NAT middlebox is a middlebox 

   implementing NAT service. A firewall middlebox is a middlebox

   implementing firewall service. 
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