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3 
Introduction

The following IMTC test cases outline the procedures for testing H.323 Forum certification against the Level 1a certification requirements. These requirements are detailed in the following document: 

H323Forum_Cert_L1a_v1

The document outlines tests that can’t be covered by automated testing using ETSI/TIPHON test cases built from the H.323 specification.

The expectation is that these test cases will be refined on consensus of the H.323 Forum to accurately describe the testing steps required to certify H.323 equipment to the satisfaction of the Forum members. More details of the certification program can be found at http://www.H.323forum.org.
Each test case is described with a number of sections:  

Entities Involved

Each test case involves two or more H.323 entities, which are noted in this section.  

Sequence Description

This section details the incremental steps required to perform a single pass of the test including proactive failure testing.

Test Criteria

The successful completion of a particular test case requires finishing the sequence description within the parameters stated here.

Scoring Results

Lists any procedure for scoring the test.

Test Assumptions

A section to provide additional test case information, where useful
Message Flow

A ‘fence post’ diagram of message flows between all participating parties. These message flows may be added in later versions of this document as certification testing progresses.

PDU Contents

       Details of PDU content. These descriptions may be added in later versions of this document as certification progresses.

In all test cases, the availability of audio, video, data, Fax, modem, and/or DTMF is subject to the capabilities of the entities/components involved with the test. While the test scenarios are described with many capabilities, tests can be conducted with a subset of all capabilities, as allowed in the H.323 Recommendation. 

End users will not necessarily know the capabilities of their calling endpoints and therefore, the endpoints will need to discover the capabilities and gracefully negotiate the connection (or disconnect). Testers using this test plan are encouraged to test with other components with dissimilar capabilities to ensure the connection is established or disconnected in a way the end users would expect (gracefully with friendly messages). 

4 Basic Protocol Requirements

The basic protocol requirements are best dealt with by ETSI/TIPHON automated tests. However in the absence of these tests the following test cases go some way to testing the features described.

· Components shall comply with all mandatory aspects of H323V2.

· Endpoints and Gatekeepers shall support all mandatory RAS messages. 

· Endpoints and Gatekeepers shall use lightweight RRQs. 

· Endpoints initiating faststart calls shall fallback to H.245 procedures (separate H.245 logical channels), if faststart fails. 

· Endpoints shall close Logical channel on receiving Empty(Null) Capability Set and reopen logical channels on receiving a subsequent non Null Capability Set.
4.1  Test Case 1: H323V2 and RAS
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4.1.1  Entities Involved: 

	Endpoint*
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	0
	0
	0


*Note: In this test Endpoint can be any type of entity which can terminate the call – Terminal, GW, MCU

4.1.2  Sequence Description
1. Endpoints perform discovery/registration using alias.

2. Endpoint A1 calls Endpoint A2

2.1. Endpoint A1- sends ARQ to Gatekeeper with alias.

2.2. Endpoint A1 receives ACF with IP address and contacts Endpoint A2 or GK.

2.3. Endpoint A2 sends ARQ to Gatekeeper and receives ACF.

2.4. H.323 call is established between the endpoints

2.5. Gatekeeper has call active.

3. Users evaluate media quality. (A/V; A/V with D)

4. Endpoints terminate call

4.1. Both endpoints send DRQ to Gatekeeper.

4.2. Both endpoints receive DCF.

4.3. Call is terminated according to H.323 rules

4.4. Gatekeeper has call cleared.

5. Endpoint A2 calls Endpoint A1

5.1. Endpoint A2 sends ARQ to Gatekeeper with alias.

5.2. Endpoint A2 receives ACF with IP address and contacts Endpoint A1 or GK.

5.3. Endpoint A1 sends ARQ to Gatekeeper and receives ACF.

5.4. H.323 call is established between the endpoints

5.5. Gatekeeper has call active.

6. Users evaluate media quality. (A/V; A/V with D)

7. Endpoints terminate call

7.1. Both endpoints send DRQ to Gatekeeper.

7.2. Both endpoints receive DCF.

7.3. Call is terminated according to the H.323 rules

7.4. Gatekeeper has call cleared.

8. Endpoint A1 calls Endpoint C (unknown alias)

8.1. Endpoint A1 sends ARQ to Gatekeeper with alias.

8.2. Endpoint A1 receives ARJ.

9. Endpoint A2 calls Endpoint D (unknown alias)

9.1. Endpoint A2 sends ARQ to Gatekeeper with alias.

9.2. Endpoint A2 receives ARJ.
4.1.3  Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

4.1.4 Scoring Results

This is a binary test case – it either passes or fails. 

4.1.5 Test Assumptions

None.

4.1.6 Message Flow 

4.1.7 PDU Contents

Test Case 2: Lightweight RRQ
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4.1.8  Entities Involved: 

	Endpoint*
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	0
	0
	0


*Note: In this test Endpoint can be any type of entity which can terminate the call – Terminal, GW, MCU

4.1.9 Sequence Description
1. Endpoints perform discovery/registration using alias.

2. KeepAlive timers expire on endpoints

2.1. Endpoints send lightweight RRQ with keepAlive set to TRUE

2.2. Gatekeeper maintains registration

4.1.10 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

4.1.11  Scoring Results

This is a binary test case – it either passes or fails. 

4.1.12 Test Assumptions

None.
Test Case 3: Fast Start
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4.1.13  Entities Involved: 

	Endpoint
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	0
	0
	0


4.1.14  Sequence Description
1. Endpoints perform discovery/registration using alias.

2. Endpoint A1 calls Endpoint A2

2.1. Endpoint A1 sends SETUP with faststart options

2.2. Endpoint A2 sends Q.931 message without faststart options

2.3. Endpoint A1 sends H.245 SETUP

2.4. Endpoint A2 responds and call is established.

2.5. Gatekeeper has call active.

4.1.15 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

4.1.16  Scoring Results

This is a binary test case – it either passes or fails. 

4.1.17 Test Assumptions

The assumption is that A1 is an endpoint that supports faststart. The GK supports faststart and A2 is an endpoint which does not support faststart, or has the feature disabled.

Test Case 4: Null Capability set
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4.1.18  Entities Involved: 

	Endpoint
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	0
	0
	0


4.1.19  Sequence Description
1. Endpoints perform discovery/registration using alias.

2. Endpoint A1 calls Endpoint A2

2.1. Endpoint A1- sends ARQ to Gatekeeper with alias.

2.2. Endpoint A1 receives ACF with IP address and contacts Endpoint A2 or GK.

2.3. Endpoint A2 sends ARQ to Gatekeeper and receives ACF.

2.4. Gatekeeper has call active.

3. Endpoint A1 sends null capability set

3.1. Endpoint A2 closes Logical Channel

3.2. Endpoint A1 sends capability set

3.3. Endpoint A2 opens Logical Channel

4.1.20 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

4.1.21  Scoring Results

This is a binary test case – it either passes or fails. 

4.1.22 Test Assumptions

The assumption is that A1 is an endpoint that can send a null capability set. This means that is probably some form of test endpoint rather than a real endpoint.

5 General Inter-Zone Requirements

The inter-zone requirements are split into two parts – endpoints and Gatekeepers.

The certification document specifies that:

· Endpoints transparently forward tokens that are received in ACF to the Terminating endpoint in the H.225 setup message.   

· Endpoints shall also transparently forward tokens received in the H.225 setup message in the answer call ARQ.

And that:

· Gatekeepers shall transparently forward tokens received in the LCF message to the endpoint in the ACF message.

· Gatekeepers shall not reject any H.323 messages because of extraneous tokens.

5.1 Test Case 4: LCF/ACF/SETUP/ARQ Tokens
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5.1.1  Entities Involved: 

	Endpoint
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	2
	0
	0
	0


5.1.2  Sequence Description
4. Endpoints perform discovery/registration using alias. Endpoint A1 registers with GK A and Endpoint B1 registers with GK B

5. Endpoint A1 calls Endpoint A2

5.1. Endpoint A1- sends ARQ to Gatekeeper A with alias.

5.2. Gatekeeper A sends LRQ to Gatekeeper B and gets back LCF with tokens

5.3. Endpoint A1 receives ACF with tokens and contacts Endpoint A2 or GK. SETUP includes tokens.

5.4. Endpoint B1 sends ARQ to Gatekeeper B with tokens from Setup and receives ACF.

5.5. Gatekeepers have call active.

5.1.3 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

5.1.4  Scoring Results

There are a number of test being performed here. There is a certification tick for each of the following:

Gatekeeper A1 should receive the LCF with tokens and transparently forward them to A1 in ACF

Endpoint A1 should receive tokens in ACF and transparently send them in SETUP to A2 or GKA

Endpoint B1 should receive tokens in SETUP and transparently send them in ARQ to GKB

Extraneous tokens do not cause calls to be rejected

5.1.5 Test Assumptions

The assumption is that GKA can be neighbored to GKB and that both Gatekeeper can generate tokens. There is also an assumption that GKA can create a token that is not understood by GKB so that it can be tested that extraneous tokens do not cause the call to be rejected.

6 Specific Requirements

This section covers specific requirements for certain H.323 equipment. In most cases certification can be achieved using the test cases already described. The order of test cases has been changed to provision for this.

6.1 Endpoints, Video and T.120

The certification document states that:

· Endpoints shall be capable of encoding and decoding speech according to Recommendation G.711.  (Reference ITU H.323 v2 section 6.2.5)

· All video capable terminals shall  be capable of encoding and decoding video according to H.261 QCIF

· If data applications are supported Endpoints shall support the T.120 protocol

Using Test Case 1: H323V2 and RAS it is possible to test for this by checking for the presence of G.711, QCIF and T.120.

6.2 Gatekeepers

The certification document states that:

· Gatekeepers shall support LRQ for interzone communication.

Using Test Case 4: LCF/ACF/SETUP/ARQ Tokens it is possible to test this by checking the presence of LRQ/LCF messages.

6.3 Test Case 5: Gateways

The certification document states that:

GWs shall transport all Q.931 Information Elements from call signaling messages on SCN to H.225 messages as defined by H.323 v2 (ex. Bearer capability, Called party number, calling party number, display, etc).

GWs shall set and handle the Progress Indicator as defined in the Q.931 specification.

GWs shall provide mapping of ReleaseCompleteReason to the Cause IE as specified in H.225v2 section 7.2.2.8.

The Gateway requirements are best dealt with by ETSI/TIPHON automated tests. However in the absence of these tests the following test case goes some way to testing the features described.
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6.3.1  Entities Involved: 

	Endpoint
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	1
	0
	0


6.3.2  Sequence Description
1. Endpoint and gateway perform discovery/registration with Gatekeeper using alias.

2. Endpoint A1 calls Endpoint B1

2.1. Endpoint A1- sends ARQ to Gatekeeper with alias.

2.2. Endpoint A1 receives ACF with IP address and contacts Gateway.

2.3. Gateway calls SCN phone endpoint.

3. Users evaluate audio quality.
4. Endpoints terminate call

4.1. Endpoint A1 sends DRQ to Gatekeeper.

4.2. Endpoint A1 receive DCF.

4.3. Gateway has call cleared.

5. Endpoint B1 calls Endpoint A1

5.1. Endpoint B1 call Gateway

5.2. Gateway contacts Endpoint A1

5.3. Gateway has call active.

6. Users evaluate audio quality.
7. Endpoints terminate call

7.1. Endpoint A1 sends DRQ to Gatekeeper.

7.2. Endpoint A1 receives DCF.

7.3. Gateway has call cleared.

6.3.3 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

6.3.4  Scoring Results

This is a binary test case – it either passes or fails. 

6.3.5 Test Assumptions

It is assumed that the Gateway is configured correctly to allow the endpoints to communicate.

6.4 Test Case 6: MCUs
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6.4.1  Entities Involved: 

	Endpoint
	Gatekeeper
	Gateway
	MCU
	Firewall/Proxy

	2
	1
	0
	1
	0


6.4.2  Sequence Description
6. Endpoints perform discovery/registration using alias.

7. Endpoint A1 calls MCU

7.1. Endpoint A1- sends ARQ to Gatekeeper with alias.

7.2. Endpoint A1 receives ACF with IP address and contacts MCU or GK.

7.3. MCU sends ARQ to Gatekeeper and receives ACF.

7.4. Gatekeeper has call active.

8. Endpoint A2 calls MCU

8.1. Endpoint A2- sends ARQ to Gatekeeper with alias.

8.2. Endpoint A2 receives ACF with IP address and contacts MCU or GK.

8.3. MCU sends ARQ to Gatekeeper and receives ACF.

8.4. Gatekeeper has call active.

8. Users evaluate media quality.
9. Endpoints terminate call

9.1. Endpoint send DRQ to Gatekeeper.

9.2. Endpoints receive DCF.

9.3. Gateway has call cleared.

6.4.3 Test Criteria

The sequence should be repeatable, with no unexpected error conditions. 

6.4.4  Scoring Results

This is a binary test case – it either passes or fails. The certification document states that:

· Multipoint Control Units shall be capable of encoding and decoding speech according to Recommendation G.711. (Reference ITU H.323 v2 section 6.2.5)

6.4.5 Test Assumptions

It is assumed that the MCU is configured correctly to allow the endpoints to communicate.

6.5 Modems

The certification document states that:

· If modem is supported Endpoints shall support modem pass-through by being able to detect modem tones and performing an upspeed to g711 codec.

Using Test Case 5: Gateways it is possible to test for this by using a substituting the SCN phone with an endpoint supporting modem.

6.6 Fax

The certification document states that:

· If fax is supported Endpoints shall support the T.38 fax protocol using UDP (gateway requirement only)

Using Test Case 5: Gateways it is possible to test for this by using a substituting the SCN phone with a fax.

6.7 DTMF

The certification document states that:

· Endpoints shall support H.245 Alphanumeric out of band DTMF relay.
Using Test Case 5: Gateways it is possible to test for this by using the SCN phone to send DTMF tones.
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