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	Basic Protocol Requirements
	

	
	· Endpoints, Gatekeepers, MCU’s comply with Level 1A & 1B requirements



	

	
	
	

	
	Video Endpoint (Terminals, Gateways, MCU’s) Requirements
	

	
	Interoperability

· Endpoints should support the capabilities exchange procedure of H.245 (H.323Draftv4 Section 6.2.8.1)
· Video endpoints should always mutually negotiate the highest level video and audio codec capabilities in order as follows:

· Video @ 384K and higher: 
· (1)-H.263 @ 30fps
· (2)-H.263 @ 15fps
· (3)-H.261 @ 30fps
· (4)-H.261 @ 15fps
· Audio @ 384K and higher: 
· (1)-G.722 
· (2)-G.711 
· (3)-G.728
· Video @ 256K and below:  
· (1)-H.263 @ 30fps

· (2)-H.263 @ 15fps
· (3)-H.261 @ 30fps 
· (4)-H.261 @ 15fps
· Audio @ 256K and below: 
· (1)-G.728 
· (2)-G.722 
· (3)-G.711



Performance

· Meets jitter thresholds (to be determined)
· Meets packet loss thresholds (to be determined)
· 
Features 
· T.120 Data Collaboration &  interoperability

· Should support dynamic ports and fallback to port 1503 per H.323v2 requirement
· Support Far-end Camera Control & interoperability; should work across vendor platforms (Annex Q)
· Firewall/NAT proxy aware; support for fixed ports
· QoS – endpoint should support TOS at minimum; support of Diffserv optional
· Support remote management capabilities

· Secure login (encrypted)

· Configure LAN/gatekeeper settings
· Launch/release calls

· Real-time stats (packet loss, jitter, frame rate, bandwidth util)

· Real-time display of video/audio protocols per call
· Support SNMP management capabilities

· Terminal should send SNMP alarms when:

· Packet loss exceeds preset thresholds

· Jitter exceeds preset thresholds
· Gatekeeper  off/on
·  H.450 features (Call Transfer, Call Forward) work if supported
·  H.235 security/encryption if supported

	

	
	H320/H323 Gateway Specific Requirements
	

	 
	· Support TCS4, DID dialing methods for H.320 -> H.323
· IVR support with DTMF H.320->H.323
· Support default call forwarding to pre-assigned e.164 number if no e.164 number is received from the H.320 endpoint or gatekeeper is unable to resolve given e.164 number.
· Support audio/video transcoding (refer to endpoint)
· Support RAI/RAC for Load balancing

· Support Far End Camera Control (Annex Q)
· Support for data collaboration using inband T.120
· H.450
· SNMP Management-Report on:
· Channel utilization

· PRI/BRI Up/Down

· Packet Loss

· Out of Sequence packets
· Excessive jitter
	

	
	Gatekeeper-Specific Requirements
	

	
	· Inter-Zone Communication

· Support LRQ for inter-zone communication.

· Support for multi-hop LRQ forwarding in multi-tiered environment

· Support inter-zone Dial Plan

· Support wild card forwarding
· Zone/gateway prefix stripping
· Support Q.931& H.245 routing modes
· H.450.x features should work if supported by endpoint

· Support Call Detail Records (text format)
· Minimum required fields

· Call start/end time stamps

· Call duration

· Bandwidth used

· Source/destination IP address

· Source/Destination alias (e.164, H.323id)
· Conference ID to track calls traversing multiple gatekeepers 

· Support for exporting CDR to external database

Support for communication between administrative domains per Annex G. Also needs mechanism to pass billing info (clearinghouse?) which is outside scope of this recommendation.


· QoS Support (RSVP) if supported by endpoint via transportQoS field in H.225 RAS signaling. Gatekeeper will either make routing decisions or reject call based on available network resources.
· Security

· Support admission controls via external database:
· LDAP

· Radius

· Support for H.235 authentication/encryption if supported by endpoint
· Support dynamic registration based on E.164 number. Necessary for firewall proxy devices e.g. Ridgeway
· Gatekeeper Redundancy

· Support Alternate Gatekeeper via GCF message if supported by endpoint (H323draftV4 Section 7.2.6)
· Alternate gatekeeper Hot Standby (non-standard)
· RAI/RAC Support for Gateway Load Balancing

· SNMP Support for Network Management

· Send SNMP traps to external NMS system

· Gatekeeper Startup

· Gatekeeper Shutdown (stop functioning)

· Gatekeeper Error notifications

· Call failures

· Gatekeeper reaches defined load capacity  thresholds

· Gatekeeper returns to below capacity threshhold
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


� Noted as Standard Compliant (SC) or Beyond Existing Standards Scope (BESS).
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