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2 
Documents included into H.323 Forum Certification Profile

H323ForumCertificationProfile – Describes H.323 Forum Certification Profile as well as Certification Process Details.

H323Forum_L1A_CR – Specifies H.323 Forum Certification Requirements Level 1A

H.323Forum_L1B_CR – Specifies H.323 Forum Certification Requirements Level 1B

H323Forum_L2_CR – Specifies H.323 Forum Certification Requirements Level 2

H323Forum_Security_CR – Specifies H.323 Forum Certification Requirements and test cases for Security

H323Forum_NAT_CR – Specifies H.323 Forum Certification Requirements and test cases for FW/NATs

H323Forum_L1A_TC_v0.1 – Specifies Test Cases for the Certification Requirements Level 1A

H323Forum_L1B_TC_v0.1 – Specifies Test Cases for the Certification Requirements Level 1B

H323Forum_L2_TC_v0.1 – Specifies Test Cases for the Certification Requirements Level 2

3 Glossary

Endpoint – An H.323-capabale entity which can terminate a multimedia call 

GW – An H.323-capabale entity which can terminate the call and provides a translation function according to the definition in the H.323 Standard.

MCU – An H.323-capabale entity which can terminate multiple calls and provide multipoint control and centralized or decentralized media mixing capability according to definition in the H.323 Standard.

Gatekeepeer – 

Certification Requirements – 

Certification Level - 

Test Case - 

FW/NAT - 

4 H.323 Forum Certification Profile Overview

4.1 Introduction

The H.323 Forum was created under IMTC (with ITU-T support) to address an industry need to promote H.323 protocol awareness and address industry issues. Major issues raised by several Voice/Video Over IP Service Providers (VVoIP) included inability to compare different H.323 vendor’s products and have confidence newly introduced equipment wont break an existing network. These issues, if left unresolved, introduce the following obstacles to general H.323 VVoIP market acceptance:

· lack of technology confidence

· expensive Service Provider and vendor test labs as well as test resources
· slower product/service rollout
· ultimately delayed buying decisions
Industry interoperability events, for example IMTC SuperOp, provide some level of interoperability but are typically limited to products still in development, only test basic point to point scenarios, and do not provide certification accountability. The H.323 Forum is initiating a certification program to address the above issues. Basing requirements on ITU-T H.323 standards, H.323 Forum members have developed several certification profiles which vendors can test against. These profiles are meant to follow ITU-T H.323 standards but also select specific protocol interpretations where the standard offers alternatives or is unclear. These decision points are based on chronic interoperability issues encountered in live deployments, either by vendors or Services Providers. Depending upon the issue, the H.323 Forum may propose changes to the standards, working through ITU-T SG-16.

The profiles have been defined in levels. Level 1a and Level 1b provide requirements related to basic protocol interoperability supporting voice, video, Fax, and modem call scenarios. Level 2 related to carrier/enterprise inter-zone scenarios introduce more complex network configurations and addition security, accounting and routing requirements (“zone” as defined in ITU-T H.323 standard). Level 3 requirements, while not yet defined, will introduce more complex service interactions.

In addition to certification profiles, the H.323 Forum will also consider specific network architectures to further bound the interpretation multiples. Networks that will be considered include carrier-to-carrier, enterprise-to-enterprise, enterprise-to-carrier, and enterprise-to-carrier-to-enterprise. These network configurations introduce new network elements such as NATs, Firewalls, and proxies just to name a few.

It is planned that vendors will have the following methods to certify their products/zones:

· Self-certification – vendor(s) tests product/zone in their own facility against another certified product/zone and submits written documentation to H.323 Forum review team (only valid for Certification Levels 1a and 1b)

· H.323 Forum certification event – vendor tests product/zone during a periodic H.323 Forum certification event during which already certified equipment will be available.

· Independent third-party test company – vendor submits product/zone to third-party test company to certify equipment

Once certified, the H.323 Forum will post results on our H.323 Forum webpage. While the H.323 Forum does not accept legal liability for individual certification results, the H.323 Forum acts as governing board to define certification profiles and processes, organize test events, and make available certification levels attained by member companies.

The remaining document provides Certification Profile requirements and test cases.

To find out more about H.323 Forum, go to http://www.H.323forum.org.

4.2 Profile Scope

The H.323 Forum plans several certification profile levels. The following lists provide the services considered when developing the profiles and profile summaries (details in the Section 4.0). 

Services considered: The following services were considered when developing the certification profiles. 

· Telephony Service (Gateway, IP-Phone, and MCU)

· Video Service (IP to IP)

· Fax Service

· Modem Service
· DTMF Capabilities
· T120 Data
Certification Level-1a and Level-1b Profile assumptions:

· H.323v2 and H.323v4 Required Fields

· Endpoint to endpoint interoperability (brand A to/from brand B)

· Gatekeeper to gatekeeper interoperability (brand A to/from brand B)

Certification Level-2 Inter-Zone Profile assumptions:

· Inter-Zone Protocol (endpoint-to-endpoint and gatekeeper-to-gatekeeper)

· Inter-Zone Security (including Firewalls)

· Inter-Zone Call Detail Record (CDR) collection, content, and settlement

· Basic inter-zone network architectures considered:

Carrier to carrier

Carrier to enterprise

Enterprise to enterprise

Enterprise to carrier to carrier to enterprise

The H.323 Forum Certification Profiles do not yet address:

· Gatekeeper to gateway interoperability 

· Roaming service

· Clearinghouse specifics

· SS7 signaling requirements

4.3 Audience

The H.323 Forum Certification Profile has been written for executive, marketing and engineering professionals within the following VVoIP types of organizations:

· component vendors

· endpoint vendors (terminal, MCU)

· gateway/gatekeeper vendors

· Service Providers

· Network Operators

5 Certification Process Description

In order to become H.323 Forum Certified, the equipment needs to satisfy H.323 Forum Certification Profile Requirements for the needed Certification Level. In order to establish the Certification Level, an entity supposed to successfully pass through all relevant tests as outlined in the appropriate Test Cases document for the particular Certification Level. Each and every subsequent Certification Level ( 1A, 1B and 2) can be attained only after successful completion of the previous Level. At the same time H.323 Forum Security Certification is independent from the particular Certification Level and can be obtained as such. 


Ratification of the H.323 Forum Certification Profile


H.323 Forum Certification Committee


H.323 Forum Certification Decision


H.323 Forum Certification Record Keeping – what records, how obtained, for how long stored


H.323 Forum Certification Documents Version Control


Making future changes in the H.323 Forum Certification Documents.
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Appendix A: Certification Record Content

The following information needs to be provided and stored for each piece of equipment/software component being certified:

Vendor Name

Business Contact – Name, Phone number, e-mail address

Technical contact – Name, Phone number, e-mail address

Exact name of the product

Brief description of the product (no more than 5 sentences)

Exact major version of the equipment/component

Exact version of the software load being used during certification testing

Certification Profile Version

Certification Profile Level

Planned date for the next level test (if applicable)

Date of Certification Testing (start/ end dates if process takes more than one day)

Certification venue: IMTC Interop, 3rd party lab

Comments

Name of the file where all test (test cases) results will be stored

Name of the file that will contain the network trace recorded by Ethereal or compatible network analyzer equipment

Appendix B: Certification Content

The following information should be part of the H.323 Forum Certification Profile Certificate

Vendor Name

Certificate Contact – Name, Phone number, e-mail address

Exact name of the product

Exact major version of the equipment/component

Exact version of the software load being used during certification testing

Certification Profile Version

Certification Profile Level attained

Date of Certificate Grant 

Certification venue: IMTC Interop, 3rd party lab

Certificate Issued By: 

Appendix C: Certification Logos
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